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EXECUTIVE SUMMARY 
In this document we discuss the benefits of effective data governance policies, and the 
potential risks to an organisation that may not have well defined practices on protecting one of 
their most valuable assets: the information contained in their stored data and email records.  

We have suggestions on implementing straightforward methods for ensuring this essential 
business component is monitored and easily maintained in a legally compliant way.  

Note - Changes in business operations due to pandemic and the implications for data management 
may mean processes need review. The movement towards remote work has been rapidly accelerated 
due to the pandemic. Has your organisation assessed what changes in the ongoing processes might 
need to be implemented as a result?  

 

KNOW WHAT YOU ARE STORING 
Even when storage costs were high there was a tendency to keep virtually all data collected by 
organisations during their ongoing operations. Some of this behaviour came out of an 
abundance of caution, some was due to the effort involved to define, review and decide what 
to do with the avalanche of information. But data storage capacity - even with the downward 
trends of costs today - is not infinite, and indeed there are penalties now for holding onto all 
content “just in case”. 

Regulatory bodies are imposing increasingly restrictive controls on what information can be 
stored and there can be financial penalties along with damage to public perception and 
goodwill when breaches or poor data practices are revealed. But with the installation of a good 
governance program, organisations are seeing that they are doing more than just heading off 
fines. By proactively managing the information in their hands, organisations can selectively 
remove the outdated or redundant while retaining the necessary; mine the pool of info for 
actionable insight on improving client relationships; or anticipate developing market 
opportunities.  
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WHAT DATA GOVERNANCE PROGRAM IS IN PLACE NOW? 
A well-crafted data governance policy will encompass numerous components to satisfy both 
internal and external requirements and considerations. Organisations operate under various 
external oversight bodies, which will impose certain standards on their data policy. The 
company structure, resources and ethos will also come into play.  

A recommendation is to establish an executive sponsor for the information governance 
program – in essence, a champion that will push hard for good information governance and 
will serve as something of an evangelist for the program. This person might be the chief legal 
counsel or a compliance officer, or it could be an IT manager or the CIO, but there needs to be 
an executive sponsor that will push hard for the program despite the inevitable obstacles that 
will come up. 

 

HOW ROBUST ARE EXISTING DATA GOVERNANCE PRACTICES?  
Where an organisation’s mindset around data governance is along the lines of, “We have a 
policy, we did that a few years ago”, procedures likely would have been set up and left alone. 
However, the landscape is continually changing, and can result in processes becoming 
obsolete. Or, the organisation has revised its tools, processes, products and offerings which 
now mandate amendments to policies. Without regular review and updates, established 
procedures may no longer provide adequate protections or fulfil new requirements. 
Alternatively, there may be good news, and through the review your team find out that in the 
main your system is working, it only might need a few adjustments.  

This table is one way to think about levels of preparedness, when reviewing your policies:  

 

Process Maturity 
Level What does this look like? Potential Downsides Opportunities 

1. Unwritten 
Procedures 

Processes are informal, ad hoc. Much 
activity will be ad hoc possibly only 
reactive 

Outcomes and risk exposures 
unknown, tendency to be short-term 
focused, regular surprises, 
unnecessary costs 

Small improvements will bring 
noticeable results 

2. Written 
Procedures 

A start has been made on controlling 
the process, outcomes and risks, but 
results are unpredictable and risk 
exposure unmeasured 

Having process documents can lead 
to a false sense of security. They 
may not be followed, 
unpredictability may result. 

Being at this stage should mean 
there is buy-in to the policies 
around data governance and 
management. 

3. Adherence to 
Procedures 

Written processes are in place and 
mostly followed. 

Good processes need to keep up 
with the times. Evolving changes 
(both internal and external) may 
mean new requirements are not 
being kept. 

This is a good place to be, in order 
to start validating that the desired 
process results are being achieved. 

4. Audited 
Procedures 

Processes are controlled and 
predictable, until demands and 
circumstances change. 

Audits can ignore the needs of an 
organisation and become merely a 
box-checking exercise. 

Use audits as an opportunity to 
validate processes, to ensure that 
the organisation is keeping up with 
changing needs. This will help with 
progressing to level 5. 

5. Regular Updates 
Responsive process in place and 
organisation’s evolving needs are 
being met.  

Keep it up, don’t let complacency 
settle in! 

Apply metrics to ensure resources 
are made available to meet 
ongoing needs.  
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SCOPING OUT THE REVIEW PROCESS 
Review current data policies with an eye towards:  

• How straightforward and easy to manage is the eDiscovery process when needed 
(ex., in DSAR or litigation requests)? Who is responsible?  

• Company employee handbook, company standards: what needs to be added, what 
is now obsolete 

• Regulatory requirements and oversight, particularly recent changes or new 
regulations 

• Resource commitments: balancing the competing needs 
 
Involve and seek input from across organisational units. Different users bring insight from their 
various roles and the ways in which data might be in use, or the implications for lack of 
controls. Guidelines for maintaining information integrity will be more likely to be adhered to, 
when they are derived from cross-organisational input instead of being imposed top-down. 
 
It might be useful to employ a scorecard to measure the various components of the policies, 
versus the resources needed to implement changes. The visual representation can suggest 
where it may be best to get started – either by producing immediate improvements, or 
maximum return for the effort.  

 

How Mature are your Data Governance Processes? 

Process  
Score  
Sheet 

Discover 
Analyse 

Document 
Communicate 

Implement 

Level 1: Unwritten 
Procedures 

     

Level 2: Written 
Procedures 

     

Level 3: Adherence 
to Procedures 

     

Level 4: Audited 
Procedures 

     

Level 5: Updated 
Procedures 

     

HIGH  
RISK 

LOW  
RISK 
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TAKING STEPS TOWARDS BEST PRACTICES 
A culture of good governance may take some time to install. It isn’t a case of “set it and forget 
it”. The landscape is continually changing, and the organisation should respond to those 
changes. As more local jurisdictions impose data protection policies – which may or may not 
have similar requirements – the tasks of maintaining the store of data in a compliant form, get 
more complicated. 

If there’s concern about where to begin, it may be useful to look at the data pool in how the 
organisation is originating and working with information in two directions, a functional / 
vertical review, and process / horizontal review. 

 

FUNCTIONAL/VERTICAL REVIEW 
This review action involves the data activities within a particular department or function. It 
focusses on the processes and records which are limited to the department itself, and where 
they do not cross functional boundaries. The review involves compiling and documenting an 
inventory of data held by the teams within the organisation, who is responsible for maintaining 
it and restricting access to those whose roles require it. 

 

Functional/Vertical Review: Data Processing by Department 

Operations 

Marketing 

Human 
Resources 

Finance 
Customer 

Service 

Sales 

Records Records Records 

 Records  Records  

  
Function’s 

Records analysis: 
i.e. Who accesses, 
Retention & Legal 

requirements. 
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Taking the example of Human Resources: many of the records associated with activities within 
the department are mainly used within the function itself, personnel files for example. A 
Functional/Vertical review can concentrate solely on checking the activities that involve the 
gathering and processing of personal data within the business unit. 

Organisations which implemented GDPR protocols will have already had to assess the data 
they were holding, as part of a Data Protection Impact Assessment (DPIA). This process would 
have considered the potential impact that a project or initiative might have on data privacy. 

We suggest a review to see if these GDPR promoted policies are still fit for purpose, in the 
backdrop of the changing environment in which an organisation operates. Or, if the 
organisation is beginning to apply high level data governance procedures these steps can be 
used to form the foundation of a new DPIA. 

The current review can determine: 

• What data does the organisation now have and why is it necessary to hold it? 
• How was it obtained? 
• How long will it be retained? 
• How secure is it in terms of protection/encryption and accessibility? 

 

Certain types of information by its nature requires higher degrees of control and care in 
management - particularly  PII (Personally Identifiable Information). Reviewing the types of 
data being held and used, and assigning a risk rating to it, is useful in determining where 
internal processes need to be improved to increase the level of protection given to this type of 
data.  

Each business unit can build a data register. This can be collated into an organisation-wide 
document, updated as the organisation evolves. A sample of what form this register might 
take: 

Record Type 
(examples) 

Responsible 
Business Unit 

Data 
Sensitivity 

Ranking 

How/Where 
Stored 

Legally Required 
Retention Period 

Organisation 
Retention 

Period 

Application form Human Resources High TBD TBD TBD 

Submitted Resumes/CVs Human Resources High TBD TBD TBD 

Credit Application Finance High TBD TBD TBD 

Vendor Agreement Operations Moderate TBD TBD TBD 

Client Contract Legal Moderate TBD TBD TBD 

Etc.      
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PROCESS/HORIZONTAL REVIEW 
A Process / Horizontal Review will follow data as it crosses boundaries between functions or 
departments. It is the key to understanding how an organisation operates and is best 
conducted with front-line, operational staff. 

For example, how is the organisation prepared to respond to a Data Subject Access Request or 
Freedom of Information request? What happens to the information required for a sales order? 
The processing of these requests or activities will involve the cooperation of a number of 
departments. The Process Review follows the progress of the data involved as it would move 
between the various staff members involved.  

 

Process/Horizontal Review: End-to-End Monitoring 
 

Marketing Sales Operations Finance 
Customer 

service 
Human 

Resources 

 Marketing Activities 
   

      

 Data Breach/DSAR Response  

      
 

Sales Orders 
 

 

 

The review group will trace the path through the entire cycle of the activity, either from the 
beginning (“Trace Forward”) or working in reverse order (“Trace Back”). For example, in the 
Data Breach/DSAR process, a Trace Forward review begins with the initiating event (request 
received, or breach detected), following it through until the requested information has been 
provided to the requestor. Each step is examined for: 

• Who identifies a request or detects a breach 
• Who is responsible for performing the subsequent activities 
• How are they notified to perform the activities 
• What are the allowable timeframes 
• Where and how is the activity progress tracked 
• Are there any gaps or is there a smooth transition to each stage 
• Is the process information readily available across the organisation  
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PRECAUTIONS AROUND REMOTE WORK 
It is now extremely important to review how data is accessed, used and stored with so many 
organisations suddenly reliant on the work being performed from remote locations. 
Organisations have the responsibility for ensuring that the same level of protection and 
security is provided to data under their management no matter where and how it is accessed, 
yet few had prepared for the implications of a large-scale remote workforce. These are some 
considerations to address as a matter of urgency: 

• Are employees using personal devices to perform work tasks? The organisation remains 
responsible for the information retained on these devices, but likely has no visibility on 
how much data is kept there and does not control the security measures in place on 
personal hardware.  
 

• Have policies around data protection during remote working been developed and 
promoted to staff? How is the organisation verifying that the data protection measures 
are being observed? 

 

Though current levels of remote working are expected to decline somewhat as more 
workplaces adapt to the necessary precautions for health and safety, it’s expected that high 
numbers of staff will continue to work from home either partially or fully. Ongoing data 
protection controls designed to operate correctly in this environment are critical. 

  

WE’VE DONE OUR REVIEWS – NOW WHAT? 
The reviews will have provided substantial information about operations and practices. Some 
examples of what may have been highlighted:  

 

• How well are the data protection policies promoted around the organisation?  
 Review the ways in which staff members are introduced to the concepts through 

the onboarding process – and then regularly updated - on the practices around 
good governance, to come up to the standards the organisation has set. HR 
might take the lead here. 

 
• Is the organisation maintaining numerous archives or tools? How is file storage and 

email handled?  
 This may have evolved as new software was adopted, or decisions made for 

historical versus current data. It will be easier to manage and apply good policies 
if current data, storage and archives are maintained in a unified manner, with 
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the minimum required stored information. The IT team will have information 
and input on this and will know what resources are employed. 
 

• External bodies have standards and regulations under which the organisation must 
operate. Legal departments may have set out the desired practices, but how well is the 
rest of the organisation incorporating them into their daily workflow?  
 Departmental heads, as responsible for staff member performance, could have 

insight into how the polices impact work activities and where improvements 
might be achieved. 

 
• In what ways are ongoing customer relationships affected by data policies – are the 

rules perceived as protective or painful?  
 Sales teams and customer support, in their interactions outside the organisation 

would have first-hand information around this. 
 

If there are gaps in any process that uses highly personal (PII) information those issues should 
be addressed first, to assess the security of that information. 

A critical recommendation is for the organisation to establish and adhere to a data retention 
plan across the board. The flow of inbound information is continual and if the store is not 
reduced from time to time to eliminate the outdated and irrelevant, risks to the organisation 
increase. The less information that is maintained and stored, the easier it will be to manage. A 
record multimillion-euro fine was recently imposed by the German data protection 
commission which specifically called out the lack of retention policies. This issue will continue 
to receive scrutiny. 
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ONGOING DATA MANAGEMENT & SECURITY  
In the Function/Vertical Review process, business units go through the steps of tallying the 
types of information they are holding and the retention timeframes for which this information 
should be held – and no longer. Next steps would be to implement and document processes to 
securely remove outdated and irrelevant data. These practices should not be a one-time clean-
up activity, but instead become part of the regular and ingrained operating activities the 
organisation performs.  

That budgeted storage costs are reduced when managing less data is a given. This isn’t the only 
reason to incorporate these practices. The costs and time needed in responding to a DSAR for 
example, are much less when the location of affected information is catalogued and can be 
readily produced.  

Another risk to factor in, is what amount of data would be impacted in the event of a breach, 
either through malicious action or through internal error. Notification costs increase with each 
additional individual whose information is affected, whether or not the organisation has an 
ongoing need for the data. There’s little benefit in holding onto information that is not being 
used. 

 

SUMMARY 
The needs and demands on each organisation vary widely, of course, and no one set of 
procedures will be completely suitable everywhere. It is the goal of this document to have 
introduced some ideas for good data governance and a few useful concepts to adapt to 
individual organisations.  

We have included some sample policy forms and outlines which may be of use, see the section 
References and Additional Resources.  

Our compliance professionals are available for additional support in building and enhancing 
robust data governance policies. We are also publishing a guide on using our email 
management tool MailMeter to implement your data policies: MailMeter & Best Practices in 
Email Management. 
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REFERENCES AND ADDITIONAL RESOURCES 
 

Selected sources  

European Data Protection Board, Guidelines 4/2019 on Article 25: Data Protection by Design and 
by Default  

https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_201904_dataprotection_by_des
ign_and_by_default.pdf 

 

Our blog post on the fine imposed on German company Deutsche Wohnen SE  

https://waterfordtechnologies.com/first-multi-million-gdpr-fine-in-germany/ 

 

The Irish DPC has published a General Guidance on Data Protection:  

https://www.dataprotection.ie/en/dpc-guidance 
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DOCUMENTS/TEMPLATES 
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