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INTRODUCTION 
Email: we might love to hate it but in organisations no one denies it is indispensable. 
The fact we rely on it so completely is the main contributing factor to the ever-
expanding pool of data retained in email within organisations. That so much of the 
information essential to running an organisation is contained within email, creates 
opportunities as well as challenges in managing, storing, and using it. 

The human tendency to hold onto old emails “just in case” is one of the drivers of the 
expansion of data being stored. Information in email is unstructured – meaning it’s 
difficult to search through or identify its contents, or filter out the duplicates, or archive 
by defined parameters. Often the default is – save it. 

That is no longer a risk-free or low-risk policy to follow. Legal mandates are constraining 
what can be retained and for how long. The older that stored information gets, the less 
relevant it is to ongoing activities, and the presence of the irrelevant can be a drag on 
staff activity when seeking the necessary or meaningful data which is needed. Though 
storage costs have declined, they aren’t zero, and holding onto unnecessary data does 
keep those costs higher than they should be.  

On the flip side, email is often an untapped store of relevant and actionable 
information. Not many organisations make effective use of this asset they have, which 
often leads to a competitive advantage for those that do. 

This non-technical guide outlines the ways in which MailMeter can support best 
practices around data governance, extracting useful information, and reducing costs. It 
has extensive capabilities to implement the retention policies of the organisation, 
removing decision making about storage from individuals and preserving data in 
accordance with legal requirements.  

 

EMAIL AND DATA GOVERNANCE BEST PRACTICES 
Email, as an unstructured data type, can pose control challenges as organisations work 
towards instilling strong data management practices across the board. Because it is so 
ubiquitous, most of us have come to rely on it for functions well beyond its original 
purpose of a communication tool. It’s used as storage, reference, recordkeeping – none 
of which are uses that email has been primarily designed for, and where most tools do 
not perform well.  

  



 

 
3 

Archiving is key to controlling and using this asset, and that is where MailMeter comes 
in. The software works in the background to capture, encrypt and store your data in a 
single archive and is ready to analyse and retrieve your information when needed. That 
said, it is best that organisations observe policies for reducing data storage to the 
minimum requirements for the particular industry or jurisdictions in which they 
operate. Our recommendation is that your organisation establish a specific email 
retention policy, and implement it, along with ensuring all staff understand the scope 
and need for the policies. It encourages productive communications while protecting a 
company from legal liability, reputation damage, and security breaches. 

 

REDUCING EMAIL STORAGE – SERVER AND USER LEVELS 
Does your organisation have a policy for limits on local email storage, and on email 
servers? It is something your organisation may consider to reduce duplication in data 
stores and mitigate risk.  Once MailMeter is deployed and emails are encrypted and 
moved to the archive at communication, we recommend that the organisation review 
and reduce the amount of data it continues to store on the email server. 

This has a number of positive benefits beyond lower storage costs. For one, most users 
find they only rarely need to retrieve anything older than the previous twelve months. 
Another benefit to a strong retention policy is that extraneous irrelevant data which has 
been removed, will not absorb extra staff time when they must search for information 
that is needed. Users can have confidence that the archive is the source for the data 
which will drive down the tendencies towards keeping info in personal archives or 
forwarding emails to personal accounts – out of the management of the organisation. 

Imposing a local stored data limitation program fulfills a component of many data 
regulations to keep data only as long as necessary and no longer. The decisions to 
retain or remove data are then made centrally and according to policy, rather than by 
individuals. The same applies to the server storage.  

Consider this common scenario when deciding on implementing time limitations for 
local data access. An applicant for a position has submitted a resume or CV and other 
personal information during several stages of interviewing but was not offered the role. 
HR may have a policy of removing and disposing of all applications after a specified 
period, but how many other people in the organisation have had access to this 
information? Did the HR team email the applicant’s CV to the interviewers, how many 
copies are still locally stored? How can the organisation confirm that all personal 
information on the unsuccessful applicant is removed?  
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The problem of tracking all the information down would be amplified should the 
applicant file a DSAR or FOI request, as the organisation is required to respond in a tight 
timeframe.  Applying a policy of limiting local email storage would reduce this concern. 

For some guidance on how to proceed with establishing or refining your retention 
policies, please see our white paper Improving Data Governance Processes.   

 

MAILMETER: IMPLEMENTING YOUR RETENTION POLICIES 
If your organisation has undergone the review process to identify how your business 
units collect and hold data, and understands their requirements for doing so, you have 
the basic building blocks to incorporate your retention needs into managing the 
MailMeter archive. The software has been designed to carry out the tasks that email 
was never built to do: identify and categorise content, tag messages with identifying 
information on who needs access and for how long, and provide capabilities to retrieve 
business-critical data promptly, as and when needed by users.  

We advocate that every organisation establish AND continually implement their 
retention policies on what data they hold – on all servers and various formats - and for 
how long.  Staff should be educated on the policies to ensure good practices across the 
organisation. The practical positive impacts of this are derived from several fronts, not 
just in lower storage costs.   

 

GREATER SECURITY FOR PERSONAL OR REMOTE DEVICE USE 
Work processes have been dramatically affected during the global health emergency, 
and many organisations found they had to suddenly rely on employees using personal 
equipment even if only temporarily, to keep things running remotely. The overall 
approach to mobile device management likely needs review with the organisation’s 
continued reliance on employee personal device use.  

Personal devices are not likely to be carrying the same level of security controls as an 
organisation’s own devices, and the organization’s managers should be conscious that 
data can be lost or exposed to malware more readily on personal devices. Once 
information is on a personal device, the organisation may lose control of it, but still has 
the responsibility to ensure its security. Reducing the amount of data available in email 
is one straightforward means of mitigating this risk. 

MailMeter makes it possible to encourage everyone in the organisation away from the 
idea that it is necessary to keep a local copy of every email ever received or sent.  
Establishing a retention limit of 1 or 2 years for local storage and systematically 
restricting access to everything beyond that time limit creates no cause for concern as 
every email can be searched for and retrieved from the archive, should it be necessary.  



 

 
5 

In MailMeter, varying levels of access can be granted to restrict views of sensitive 
information to authorized individuals, depending on task or job requirements. In the 
scenario above, HR staff would have a need to access personal data of applicants for a 
longer period that those involved in the interview process. The ability to search and 
retrieve can be individually regulated by the MailMeter administrator as needed, 
preventing data disclosure were not required. 

 

LONGER TERM DATA RETENTION 
Clearly, there’s a tension between the need to keep and then responsibly dispose of 
data. Each organisation has to comply with data control regulations specific to their 
operations. Your organisation’s retention policy will need to incorporate and fulfil those 
requirements. It should also cover which individuals within the organisation must or 
should have access to the various data stores and over which periods of time. 

Just how long do you need to keep data? Given the complexity from each jurisdiction 
and industry having differing requirements, the topic is beyond the scope of this 
document. The nature of the information itself will dictate how long to hold onto it. But 
to reiterate, we encourage all organisations to hold onto information only to specific 
limits but not much longer.    

There is a publication by Osterman Research which has collated a great deal of 
information on US retention requirements for many types of data and industries – 
check the website www.ostermanresearch.com for the document Data Retention 
Requirements. Personal data is the specific concern of the GDPR and other privacy 
protection regulations, and the timeframes for retention of this type of info vary but, in 
all cases, the main concern is that organisations adhere to policies to retain data for 
only as long as necessary. 

Applying a retention policy for data going forward is reasonably straightforward. What 
to do about the historical or legacy information being held? You might consider this 
method: determine the longest retention period needed for any particular information 
held by the organisation and apply that to the historical data stored. This avoids costly 
and time-consuming auditing and classification of the stored data. Regularly reducing 
the storage to conform to that time limit is a reasonable and practical means of 
managing it. 

  

http://www.ostermanresearch.com/
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MAILMETER’S ADDITIONAL PROTECTIONS 
Reducing the amount of stored data is an important measure to take in reducing risks 
associated with data storage and potential malicious acts. Safe disposal of excess data 
also reduces costs and time commitments to manage what must be retained.  

Here are some additional ways the software protects your organisation. 

 

REAL-TIME ENCRYPTED EMAIL COLLECTION 
MailMeter automatically captures emails as they pass through the server, and 
compresses and encrypts them for storage in the archive, whether stored on-premise 
or in the cloud. Messages can be classified before storage, enabling a range of actions 
(applying retention or legal hold tags, or selected access restrictions for example). 
Relying on this shielded type of storage, as opposed to unencrypted files on the email 
server, creates a strong layer of protection against breaches or other misuse of data. 

 

AUTOMATED AUDIT TRAIL  
Each interaction with a message is recorded: who, what and when. This provides 
positive documentation that original content has not been altered or tampered with 
and demonstrates adherence to legal and regulatory standards. 

 

ADDING COMPLIANCE FUNCTIONALITY TO EMAIL 
Monitoring compliance with legal requirements and  company standards early on can 
avoid large costly problems. Policies aren’t very effective if they can’t be enforced. You 
can set up MailMeter software to perform analyses of the wording of emails both sent 
and received, working in the background to detect harassment or bullying, not to 
mention illegal acts. For example, using a list functionality, MailMeter can identify 
employees’ use of profanity, or if they are sending illegal and / or offensive content, or it 
can detect potential instances of fraud. 
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UNAPPROVED EMAIL USE 
Are employees or contractors using corporate email resources for personal uses? 
Security concerns around type of this activity could be significant. Opportunities for 
data breaches are increased  if employees use work email addresses when interacting 
with illegal, disreputable, or suspect websites and services. Though most breaches are a 
result of an error and not bad acts, there’s significant benefit to proactively find these 
through good data management practices, rather than have it brought to your attention 
by an unwelcome and potentially expensive problem with malware. 

Evidence of these behaviours may mean that retraining or disciplinary steps can be put 
in place, to ensure that business email is reserved for business use. 

 

INFORMATION RETRIEVAL & EDISCOVERY 
Once data is securely in the archive, MailMeter makes your information resource readily 
and intelligently available for research gathering and analysis. Search functionality is not 
restricted just to administrators with high-level permissions but is available to all users 
for individual research. This frees up IT resources when users are able to research and 
retrieve their information for themselves. 

Speaking of research, who hasn’t tried to find an email using the email software?  The 
limited search capability generally won’t return the results needed, so the user will have 
to revise the search subject over again, often still no result or with too many messages 
that “might” be the one. It’s a time-waster. There’s a statistic floating around that people 
spend something like 70 minutes a week trying to find digital documents. MailMeter’s 
enhanced search and filtering capabilities are a positive benefit for the staff, enabling 
them to lay their hands on what they need much faster. 

 

COMPILING DSAR/FOIA RESPONSES 
MailMeter provides robust capability to easily compile a legally compliant, evidentially 
sound data response to DSARs or legal challenges. A 30-day response time is mandated 
under GDPR, and other regulations have specified allowable response windows as well.  
To comply, an organisation may be required to devote unexpectedly high resources 
(financial and staff) to complete a response in time and avoid penalties and reputational 
harm.  

The Complex Search capability within MailMeter reduces research time to minutes 
rather than months, sharply decreasing the amount of effort and costs to respond. The 
search building interface guides the user through the few stages to create a specific 
filtering set that produces actionable and useful information rapidly.  
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GATEKEEPING – PERMITTING AND CONTROLLING ACCESS 
Varying levels of access can be granted to restrict views of sensitive information to 
selected or authorized individuals within the company, depending on role 
requirements. Further, the Scoped Search functionality in MailMeter allows a software 
administrator to set up limited access for an external user – legal advisors, consultants, 
or auditors  – to enable them to search in defined areas of the database.  For example, 
in a situation requiring documentation to produce for defending against a legal 
challenge, access can be granted to outside counsel to search data from a specific time 
period or for messages to and from certain names, without accessing other information 
the organisation wishes to remain confidential. 

 

BEYOND RISK MANAGEMENT: PROACTIVE USES OF 
MAILMETER 
The preceding sections talked about some ways your organisation can boost its 
defences against the risks of data exposures, and the savings that can be achieved in 
storage reduction and improving efficiencies. In addition to its legal and compliance 
protective activities, MailMeter’s capabilities around data analysis allow the organisation 
to take a proactive approach to gain useful insights and intelligence from the 
information they are continually collecting throughout their normal course of business. 

 
Some examples of actionable information that can be brought out of the archive: 

• Monitor responsiveness to client queries. A record of recipient reaction to 
emails that call for a response, such as a client request, service needs or a 
prospect inquiry.  

o Are repeated similar queries indicating a need to address a problem or 
clarify communication? What trends are developing in communications, 
which may signal adverse market changes or opportunities? 

• Beyond the CRM: Sales managers can analyse the archive to understand the 
responses with which salespeople respond to customer inquiries, with respect to 
not just timeliness but also content.  

o In accessing and analysing data from the archive, managers might find 
useful differences in their sales staff performance that wouldn’t show up 
by analysing CRM reporting data. Then this becomes a question of “How 
might this translate to more sales?” 

• Reinforcing Good Practices Review employees’ views on clients, prospects, 
business partners, fellow employees, their managers, and others.  
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o This can divulge internal and external issues. Trends in employee 
sentiment are revealed earlier, resulting in awareness of issues among 
employees before they result in more serious impacts. 

o Are employees being treated well? Supervisors who belittle their 
employees or complain about them are more likely to create an 
environment for insider threats – data theft, sending sensitive 
information to competitors, etc. 

o Who isn’t observing policies? – identifies a need to reinforce with staff or 
to provide  additional training. 
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NEXT STEPS 
Are you already a MailMeter user and are these suggestions resonating with you? We’d be happy to 
enable you and your organisation to learn how to take full advantage of the extensive capabilities of 
your MailMeter installation. Your account representative can organize this for you. 

If you’re in the decision stage and seeking a live demo of any of these features, we’re available. The 
best way to get in touch is info@waterfordtechnologies.com 

Our website is a great resource with detailed information on dealing with data management 
challenges. Find out more at www.waterfordtechnologies.com. 

 

  

http://www.waterfordtechnologies.com/
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